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You should have your VDI desktops on a separate VLAN from your network so you have some defense
against lateral movement. If not already, your administrators should have you use DSCP mapping on the

WAN interface that your virtual desktops are connected to. Ideally the entire VDI infrastructure is
connected to the WAN to the internet in a DMZ. If youre not planning on doing that in the near future,

make sure you perform security assessments on your WAN connectivity to make sure there are not any
open ports that need to be shut down. Performing these assessments should be standard procedure. If
you dont have DSCP mapping enabled on your virtual desktops, you should on the WAN interface you
are connecting them to. It should be 1/4 the size of the internet connection that is going out to your

virtual desktops. If your WAN uplink is on a home router, make sure you set up things to map to a DMZ.
If youre connecting it to a switch, make sure you map the port up to the DMZ as well as the other ports

of the switch to the DMZ. There will always be an environment where at least 1 Windows 10 PC is
needed for some users. This could be a few workstations across the organization or a heavy Windows 10
home user. If you dont have some desktops on Windows 10 Server, at least a Client OS on Server, you

shouldnt be in the business of providing Thin Clients. That leads me to... Need to have some shared tools
that allow for mobility and agility. Example: projectors, you need a way to distribute and project your

desktop for your end-users. Office suites will be a moving target but something will be needed for users
needing a bigger or smaller screen. Copying tools will become part of the business and can be provided
from laptops. LAN printers will always be needed. Something will most likely be provided that interfaces

to a wifi printer. VPN access will be needed to print from off-site locations.
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A virtual desktop will also require a lot of bandwidth. Most users will be coming from the Internet with
WiFi access and your users are either on 3G/4G or the cloud. You will need to monitor and limit the end-
to-end bandwidth of the solution. You will need to monitor the minimum and maximum bandwidth of the

VDI solution and lower and upper limits on what the VDI solution can send to the cloud. Who is
responsible for this? It might be a network architecture team, a bandwidth team, a WAN team, or an

HTTP load balancer team. Ensure you can meter and track the bandwidth in real-time. A virtual desktop
is an online experience. That means issues in a remote desktop require IT to be able to reach out to the

user and troubleshoot and provide solutions. This is not something that can happen in a staged
environment. The solution will require an end-to-end network. Who is responsible for this? IT,

Architecture, WAN, Network Operations? Many times when you are troubleshooting issues, you may
need to troubleshoot the complete solution, not just your own desktop. Unlike physical computers, a lot
of organizations have users that are on their own devices (Laptops/desktops). You will also have users
that might be mobile or roaming. Managing security around these devices becomes much more of a

challenge. If you are a US Government user, you will have the Office of Management and Budget
regulations that have to be met. How do you effectively manage mobile devices? How do you ensure all
devices are updated with patches, malware, and updates? When designing a multi-user virtual desktop
solution, it is important to understand the different kinds of users and their different expectations. If you
expect that people will be walking around in the office supporting other users as well, try to define this in

the architecture as much as possible. How many people will be able to access the VDI environment? If
you have many users, you may want to look at creating user groups. You can setup passwords for users
to log in, have additional roles for users such as mobile users or data workers, and allow users to inherit

roles such as the IT HelpDesk (this would be for call centers or some environments where users have
little knowledge of security) and then you can assign users to groups so that they can only log in with a

specific role. 5ec8ef588b
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